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Running the RTL-SDR.com blog since 2013

Collecting stories relating to ultra cheap radio

W H 0 AM I Redesigned the RTL-SDR dongle for improved SDR

performance

Started sigidwiki.com, a collection of signals

www.ril-sdr.com




A very cheap RX software defined radio based on the
RTL2832U chipset.

= Software defined radio? Basically a tuner and ADC.
All demod is done in software.

Originally (and still is) a DVB-T TV Tuner
* Highly mass produced in China — very cheap

Hardware hackers found the SDR feature
* Originally designed for FM radio reception

They wrote custom drivers to extend it's frequency range

Suddenly it’s an extremely versatile receiver.

= Can receive /demod/decode almost anything from 24
Cangeseive/demed/ds: yiing

Opened up a whole new world of experimentation.
* New (and old) blood returning to the radio scene.

WHAT IS THE RTL-SDR?
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WHAT IS THIS TALK
ABOUT?

An overview or “literature review” on
interesting applications for the RTL-SDR

Avoiding the “common” scanner
applications, will be talking about the
weirder and niche stuff.

There are a lot of applications, let’s get
started!




Amateur Radio
HF, VHF, UHF, Digital, APRS, SSTV, Satellite

COMMON SCANNER Analog EMS Communications
APPLICATIONS FOR AN Digital EMS Communications

RTL-SDR P25, DMR, TETRA

Trunked Radio
Air Traffic Control
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ADS-B: TRACK AIRCRAFT

<o -+ |l Map | Satelite |

C81CF8

QFA136

New Zealand

Type:
Time Tracked: 15:24
From: NZAA Auckland Intl, New Zealand
To: YMML Melbourne Intl, Australia
Above: Position lookup disabled
Toggle position lookup
Climbing through 8938 meftres at 429 metres/min, ground speed
676 km/h, heading west 250.5°, 132.59 km southwest of here at

244,20, Sguawking 0243,
Disable auto-select ;: Select closest :: Hide selection :: Page help
Date Report :: Regstration Report 3 ICAO Report
Showy options

Tracking 6 aircraft
Reg. ICAD Callsign  Type
7C6B3C  JS5T239

696194  UAE434
C8178C  ANZ823
3A2644




tradar24
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FlightRadar24.com T
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Raspberry Pi ($35)
Antenna ($30)

Total Cost ~ $100

e

.tnage credit: épfoqmer https:/ /www.reddit.com /r/raspberry_pi/comments/31759I/selfcontained_adsb_receiver_aircraft_tracker/
B (> | B



. Universal Access Transceiver (UA
s e ﬁm,-ﬂ Wi
/f ) iUsed mostly in the USA
: S L
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STRATUX

~

I

Small plane pilots are using RTL-SDRs in the cockpit

Il

Professional ADS-B/UAT equipment costs thousands of bucks
e [l

Stratux costs a few hundred dollars only

P - i

RTL-SDR runs on a Rospberry P| Rospberry P| connects to a




AUTOMATIC IDENTIFICATION SYSTEM (AIS)

TEENIE Schueanasal
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' 'Receive live weather images
’ Three qc’rive satellites

' B% NOAA 15 — 137.6200 MHz

[ AR T NG AT - T

NOAA 18 —-137.9125 MHz

< BN L Sa -

NOAA 19-137. 1000 MHz|§

| e i
Transmits an qnqlogue “APT” (Au’romc’rlc Picture Trqnsm|55|on) S|gnql
Will pass over every location on earth sevgral times in one doy‘

4 ""
u,.b 'r{
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X Slgnlflcqn’rly higher resolu’rlon |mqges ’rhq’r NOAA sq’relll’res? .
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Recelvmg Deud Su’relll’res

.*
i
, Some very oId decomm|55|oned satellites

Scan resurrec’r themselves Q 2 “‘
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§ Vast increase in amateur radio satellites and cubesats Iqunchmg
S, S A\ 7 Y

// Not enough ground stations to collect data

. ol

SaiNOGS solution: 3D printed antenna rotator system

/ SN/ tomatic satellite tracking and downlink ‘
% /] n ~—_i

In5|de RTL-SDR, gears, motor controllers, Rqspberry Pi 3
A | . P -~
Connec’red to internet oD\ A \
A\

,“u! Y Collects and uploads satellite data c:u’romc:'rlcqlly

l

J I/
.! gy
ThumbNet / ThumbSa’r a 5|m|I0|r project
T B -
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GRSt
'FORWARD METEOR SCATTER DETECTION- - . ~ .
S—— B

-
C—

< Use the RTL-SDR as a meteor detector/counter

Meteors leave behind trails of ionized air which is RF reflective

con T =

Point a directional antenna at the sky!

- } ~

Listen for reflections from powerful tfransmitters hundreds of kilometres away

A L T ) s ==l

Transmitters you can use include

Graves Radar (Europe) or other radar

4! TV___-Towers
[ e ,
- = '\‘/

livemeteors.com& |
' Receiver
T —

, P
& |



HYDROGEN LINE & GALACTIC PLANE DETECTION

Hyolrogen is the most common element in the universe

H)’-drogenemi’r; radio noise at 21cm (1420.4058 MHz)

Point an antenna up at the sky towards lots of hydrogen and you can see the spike on the frequency spectrum.
e = = —

Big spike within our galactic plane, less into empty space.

Equipmen’r needed:

lRTL-SDR
@llLow Noise Figure LNA + Line amps

ilters

n
| _n

@High gain dish, Yagi, horn etc antenna.



DETECTING PULSARS

* Rotating Neutron Star

* Wideband noise bursts over a wide frequency range
* RTL-SDR Receiver records raw IQ data

* Mathematical algorithms required to detect the pulsar

Peter East and Guillermo Gancio (30M dish at the
Argentine Institute for Radio Astronomy)

S

* neutronstar.joataman.net

dB

B0329+54 - Profile

0,020
0,015
0,010 A
0,005 -
0,000 %VMWW‘W\WMW

lf) 100 200 300 400 500 600 700
-0,005

mS
Andrea Dell’'lmmagine (IW5BHY)
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PASSIVE RADAR

Similar to meteor detection

* Uses reflections from a powerful broadcast transmitter

But if you use two antennas

" You can get a 2D Radar view

1o.u
135
2000
12.0
. e o 10.5
Scattering from column of £
enhanced electron density 2 1500
’ Scattering from aircraft produced by meteoroid ;3:1
ablating upon atmospheric 8 7.5
: ; X >
_entry. Specular geometry results 2,00 N,
in large radar cross-section. v N
________________________________________________ o
i 145
E 500 13.0
E ! H «* 15
Commercial broadcast antenna | Transmit Antenna for receiving . r
: i : 0 S o0
{ Sampleantenna echoes ... —&0 40 20 0 20 40 60

Image credit: Juha Vierinen Doppler (Hz)
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L

QRM/NOISE DETECTION AND LOCATING

1114
Tim Havens “Driveby” System: QRM L W

Detector

Uses multiple RTL-SDR dongles running on
an Odroid XU3
* Scans multiple bands .

Log QRM levels together with GPS data
* Find the hotspots on a heatmap ‘

Source found: Power pole with broken
ground connection '
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O UTE R N ET Search in folders: \Weather

mRECEIVING THE OUTERNET

- — B
“~  Cos E—— — — e

NS g — — == s = ———

) W:_

‘eaﬁ-"

o ﬂ:__.. S
One way (download only) satellite fllecas’rlng servicefl

llUses Inmarsq’r/AIphasa’r satellites on L band
= 5

What da'rq can you recelve2
L atest News A }

’

: g> -

\ “\.“.
Good for disaster preppers, soulors remo’re dreas coun’rrles with |8
censored internet, third world countries.|§ N
.~ mmx

Ou’rerne us RTL- SD bc:sed recelvers\

TR —

“*\.\

> / ;
eartl : > _ —  # —=

Copyright (c) 2016 Cameron Beccario




WHAT DO YOU
NEED TO RECEIVE
OUTERNET

RTL-SDR v3 or E4000 dongle (with
bias tee)

An LNA (with filter)

L-band 1.5 GHz satellite antenna
(such as a patch or dish)

C.H.l.P Computer

Outernet are working on a fully
integrated solution

www.outernet.is

Power Pack
=

SZEr—

SDR | 2::
1=

"

Antenna

LR
~—
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L-BAND STELLI-TES

[ R

“

Mcnnly weather, seqrch and rescue, |nC|den’r reports, submdrlne cqble deploymen’rs, mllltary exercises
nd pirate warnings for mariners. e ITSSNTET BN E iy -~
sl |pelis wiErtigs oy e iners | i N

FIVE ROBBERS ARMED WITH LONG Km\-/ES IN A SMALL UNLIT HIGH SPEED BOAT APPROACHED A BULK CARRIER UNDERWAY. ONE OF =
THE ROBBERS ATTEMPTED TO BOARD THE SHIP USING A HOOK ATTACHED TO A ROPE. ALERT CREW NOTICED THE ROBBER AND RAISED ",

THE ALARM AND CREW RUSHED TO THE LOCATION. HEARING THE ALARM AND SEEING THE CREW ALERTNESS, THE ROBBERS ABORTED =~

THE ATTEMPTED ATTACK AND MOVED AWAY. a4 , 4-= == M =

DUTY ENGINEER ONBOARD AN UNDERWAY PRODUCT TANKER DISCOVERED THREE ROBBERS IN THE ENGINE ROOM NEAR THE
“SINCINERATOR SPACE. THE ROBBERS RAN TO THEIR BOAT. A SEARCH WAS CARRIED OUT. NO ROBBERS FOUND ON BOARD AND
NOTHING REPORTED STOLEN. = - r 4 : e

- = : s . ':',\1",— oy
[Software 25 - e

f gy - o
www.inmarsatdecoder.com 3



http://www.inmarsatdecoder.com/
http://www.tekmanoid.com/egc.shtml

L-BAND SATELLITES: IRIDIUM

Iridium is a global satellite service with over 72
satellites

" Provides services such as global pagers, satellite phones, fleet
tracking and management, and various services for
emergency, aircraft, maritime and covert military as well.

Security researchers Stefan “Sec” Zehl and
Schneider have decoded Iridium

= Can receive calls and pager messages

* In their talk they demonstrate intercepting a call from the
310th airlift squadran C-37 military aircraft.

" Easy, but not too easy to listen in on.




L-BAND SATELLITES: EXAMPLE
OF WHAT STEFAN AND
SCHNEIDER RECEIVED

“heli on route. Also what batteries do you require? Joe, get
on tacsat to me asap, your grid is wrong, should be 40

xxx 89681 21960. You are going 8km the wrong way.
...our arcs are not on the target. Grid | have of you is xxxx
4882 and enemy location xxxx 4804. J2 indicates Op
compromise. Extract immediately. Act via HF.

“call socrates for information updates we have a quality
target. After Germany, call socrates on blue comm and get
ready to work. there is a red scorpion on sail. You need to
call xxxx or xxxx. we this it is best if you call from xxxx or
xxxx. Tell the bartender they need to talk to us before they
can make the payment. in any case you must pass germany
to do it listen to White, open long man! report before or at
Venezueld’
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GATHERING ENTROPY VIA ATMOSPHERIC NOISE

I computer cannot generate true random numbers
Only pseudo-random

 True randomness can be obtained from mouse and keyboard movements

But what about embedded computers (e.g. routers, loT devices) with no inputs?

True randomness is needed for cryptography and securing systems.

If the keys are not truly random, they can be guessed /calculated.

An RTL-SDR program called rtl_entropy can be used to gather true random numbers

Gather from atmospheric noise (static). Galactic radiation, lightning.




RTL-SDR / USB

) AM LSB USB
DSB Cw ) RAW
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E.,g kali-linux-i286-gnome-vm - VMware Player (Non-commercial use enly) = LG

Player « - 4 E O p By @y
Applications Places @& Wed May 29, 11:48 PM
Top Block
File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
[
@I @ Center Frequency: |936.6M
' Automatic Gain
Filter: |gsmtap RF Gain: Io
. |
MNo. Time
511 4056.82466700127.0.0.1 127.0.0.1 GSMT AP 81 (cccH) (ss) Wideband Spectrum (click to coarse tune) . Trace Options
512 4056.8314100C127.0.0.1 127.0.0.1 GSMT AP 81 (cccH) (ss) 0 [ Peak Hold
513 4056.8357050C 127.0.0.1 127.0.0.1 GSMT AP 81 (CCcH) (ss) O Average
514 4056.84138700127.0.0. 1 127.0.0.1 GSMT AP 81 (cccH) (RR) Paging Request Type 1 -10
515 4056.8443050( 127.0.0. 1 127.0.0.1 GSMT AP 81 (cccH) (RR) Paging Request Type 1
516 4056. 85004006157 A 01 127 .0 0.1 GSMT AP 81 [cocH) (RR) Pamina Reauest Type 1 248 .
517 4056.854497 ! M 2G b'l h ° e b k Type 1 ) [ Persistence
210 ase.cnrzr GOM mobile phone security is broken=;: | 0
519 4056.86411700127.0.0. 1 127.0.0.1 GSMT AP 81 [CCCH) (RR) Paging Request Type 1 T 40 ——
I
: [] Trace A |Store
521 4056.874878 RTL SDR . d h II E 50
22 a0s.ceceze | JS€ AN - to receive texts and phone calls 2 _
523 4056.8850700C 12/.0. 0. 1 127.0.0. 1 GSMI AP BL [CLCH) |S5) £ 60 — Trace B | Store
D 524 4@56.896;351@6 12?.@.@.,1 12?.@.?.1’ . GSI‘:ITAP .81 ((:CCH} (RR) Paging Requsst Typs 1 - Axis Options
Frame S20: 81 byte D — II d ff I -
y e e s ove Ppon't worry — it's still quite ditfticult, ., dB/Div. +
* Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1) Ref Level: T
I user Datagram Protocal Crre Par+. A1 faoiaa) Pie+ MNart s acmtan [ A7900 -90 '
b GSM TAP Header, AF cE d f h Autoscal
g (=l Gddn] = Sz 0 qsy 1-0 O Tor your own p one 0 oo 600  -400 z00 0 200 100 600 800 =
P L2 Pseudo Length Stop
I Protocol Discrimipstars Badim Racniircae Mananamant maccamac Fraquency (kHz)

s entars 2 Very hard to do for other phones — need a fast computer and lots of decrypting time @ et

. : —
< Location Area Identification (LAI) - G LeEEle
< Location Area Identification (LAI) - 262/01/12291 1 [ Average
Mobile Country Code (MCC): Germany (Federal Republic of) (262)
Mobile Metwork Code (MNC): T-Mobile Deutschland GmbH (©1) .40 —— 11
= O i
P control Channel Description -50 Bl L Chiss
P Cell oOptions (BCCH) _
P cell selection Parameters 3 60 —
P RACH Control Parameters § 0 [l Traca A | Store
P SI 3 Rest Octets &
E 80 [J Trace B | Store
0010 00 43 e6 64 40 00 40 11 56 43 71 00 00 01 7f 0O LCod@.@. vo.... .. . .
0020 00 01 cO Ga 12 79 00 2 fe 42 02 04 01 0D OO OO ..... Mo/l alEhooooo -90 Axis OPtlons
D030 00 0D 00 19 84 67 0L 00 OD 0O 49 06 1b 8a 62 62  ..... g.. ..L...bb dB/Div: +
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Ref Level: +
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Capturing from Lo



(ALMOST) JAILED FOR USING AN RTL-SDR

) —

l
Dejan Ornig s — 3’, % “
26 year old student at the “University of Maribor’s Faculty of Criminal Justice and Security” in Slovenia
1 R, T | I T A

Research project to investigate vulnerabilities in TETRA_

TETRA dlgl’rql communlccmons often used by Police /EMS in Eufope.

= W ., ..
Usmg his RTL- SDR he found a mlsconflgurq’rlon in the Slovenian TETRA implementation —

securl'ry was broken
No’rlfled police

No reply or action taken for 2 years




REVERSE ENGINEERING
WIRELESS PRODUCTS

* Doorbells

*  Temperature and
weather sensors

* RCcars
* Ceiling fan
*  Dog shock collars

*  Wirelessly controlled AC
power outlets

°  Wireless door locks

° Home automation sensors
and alarms

loT devices

Portable traffic lights
Public traffic displays
Car doors

Garage doors

Implanted heart
defibrillator

y

l
=

aw

SilS

Image credit: Bas’rlqn Bloessli
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OTHER

APPLICATIONS




| oy .
- A
Most GPS devices are designed to fail
if they travel too fast or too high{ii

COCOM Limit — 1,200 mpg & 59,000 frjles

Limit imposed b by US military S
Limit applied by GPS hardwqre

manufac’rurers

-

Rocket might be too fast hlgh

\Using an RTL- SDR and GNSS-SDR open
= source software to ge’r posmon flxes
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DISNEY'S EM SENSE

==

T
Maesyngen
Creasa

- A watch that knows exactly what ©

- the weqrer is ’rouchlng

/

' .'n

v Works by clqssncylng EMI
LR Sy e,
RTL SDR qued

Vs

o
. - A‘

Black & Decker Sander (SNt

Door Handle w/ MagLock

= Fixed Steel Ladder

Sub-Zero Refrigerator JNI RSP i

ArmorActive Conf. Screen 1 l ] |

Flourescent Desk Lamp  dw 1

DDRUM Power Adapter U ki . |
Honda CM250 Motorycle AL

T-Fal Avanté Classic Toaster _t..o. i . il Mgl

FitBit Aria Scale i N

Sonicare Elec. Toothbrush

Kenmore Elite Refrigerator Au....... .kadiiisbibhi,

T —

Samsung Gas Range



WHAT HAVE | MISSED? LOTS.

Listening to the ISS GOES Weather Satellites

Playstation 3 Reverse Engineering via EMI Jupiter Noise Bursts

Reverse Engineering a Heart Defibrillator Partial Discharge Detection

Decoding VOR

ACARS

Pagers

Defeating loT Alarms and Car Doors
Remote Monitoring

Wireless Traffic Analysis

Electronic VYoice Paranormal Research

Noise Figure Indicator

Receiving Weather balloons

Using the RTL-SDR as a VSWR meter
Using the RTL-SDR to test RF filters
Decoding DAB & DRM

Milsatcom Pirates



CONCLUSION

| hope this talk inspired you to try something new with radio

Follow and go through the history of the RTL-SDR.com blog for more interesting
projects like this.

Thanks to TAPR for inviting me out to do this talk

Where can | buy RTL-SDR V3 Dongles at Hamvention?
TAPR booth 5001-5003 Building 5
R&L Electronics in Building 1

SDRguys at Booth #7919 in the Flea Market (west end) — also selling Outernet antennas and LNA’s



ADDITIONAL SLIDES
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HYDROGEN LINE & GALACTIC PLANE DETECTION

Peter W East

http://www.y1pwe.co.uk/RAProgs/index.html
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QRM/NOISE DETECTION AND I.OCATING
MIT qus’rgck Observq’rory Juha Vierinen Q/\>

Sudden QRM at 440 MHz — their Radar band

" i

Sas0f  RTL-SDR solution to help find hotspots

s L N

Together with Yagi measurements found the hotspot

A faulty FSK telemetry link on a neqrby FM tower

42.45 QxS < )
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4 ...PL“AYSTA'TIOON 3 REVERSE ENGINEERING ATTEMPT:

Hackers want to “Jailbreak’ gaming consoles

Allows custom software to be installed

.. " Custom games efc. '

S . ’ Lawsun‘ fears

) Connect RTL-SDR antenna input between chassis and real ground (ground rods) =

: . RTL-SDR receives CPU noise
Can try to decode CPU ms’rruc’rlons from the noise

Never got very fqr in the reverse engmeerlng process |



REVERSE ENGINEERING AN IMPLANTED CARDIAC vers 2 g
DEFIBRILLATOR

N

|CE — Implanted Cardiac Defibrillator ;
I 1A \

CHCIYY DIIULN LU IGIUUIG IV ‘mal rhythm.
Patients will feel a thump to the chest

when a ICD shock is delivered”

VF is sensed by the ICD lead and a shock is delivered

Protects patients who are susceptible to arrhythmia, fibrillations and abnormal heart
condition by monitoring and shockin

' LEREAF AW

20 AU R
|CeeData — Project to reverse engineer and monitor the wireless ’releme’rry data
v, N )] \

Data is transferred via ISM band wireless to 3G internet to dpc’rors office. N\/\[\/‘V\ ‘lﬂ!
* But only available for viewing at the doctors office. ECG V
Usually appointments are once a year or less \
o

ICD Shock restores Normal Rhythm
es';. s, Ws o oh
N L . :
The patient should have access to this data qII the timer ; v R e CoA T i o e e i e S oy i T o I 7
, 185 xaw ns o ws Enw {‘5" s s 190 lea 15
|He|ps make better lifestyle choices \ 2 e His e B ¥Us



tra<G|.OBA|. NETWORKED MONITORING

Bigwhoop — network of wide spec’rrum RTL SDR radio receivers
Network automatically schedules I|s’ren|ng and do’ro coIIec’rlon
NS, & B n BN
Focus on science experiments, exomples include
@ A"

* Finding quiet spots for radio telescopes

* LEO satellite data collection i
= Spectrum monitoring “.
* Radio astronomy: Giga-janksy burstsh

IBM “Horizon Decentralized Autonomous Edge Com|ou’re
Sl

...or finding
sweet spots for
radio telescopes.

Slmllor to the big whoop idea

T



VOR - VHF Omnldlrec’rlonol Range

An old method of air navigation

Still heavily used but slowly being replaced by GPS.'l

Gives you the angle of the aircraft from the transmitter
AR
Works by sendlng out an omnidirectional master signal, o|nd a hlghly d|rec’r|ono||

— e o R ST e e vy g

second 5|gnol e e — ————

———— P e—— A e T cetmmm—  —

¥ The directional 5|gnol rotates 360 degrees W|’rh an on’renno orroy

1NLEZ N1 T N T TR ‘ v ‘m
hpux735 took his RTL-SDR on a fllgh’r and recorded VOR S|gndls A‘“"A

5 =
=

W - d—'f._l

Lol’rer used his GNU Rddlo VOR decoder fo decod  the aircraft posmon
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JUPITER NOISE BURSTS

L
.‘f".-

Lis'rening to bursts of noise between 20 — 40 MHz originating from the planet Jupiter

Creq’res “radio noise storms” through a complex orbital relationship between Jupiter
and its volcanic moon lo. '

Wha'r do you need to receive Jupiter noise?
lAntenna: A simple dipole tuned to around 20 MHz will work
liFilter + LNA

ANy radio like an RTL-SDR

ick Flagg Amp/Filter - Ham [t Up v1.2 - RF Upconverte
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20.000

19.500

13.000
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TPMS - Tire Pressure
Monitoring System

Wirelessly transmits tyre
pressure data to a
dashboard in the car

* Place one sensor per tyre

Can easily receive and

decode the data with an
RTL-SDR

Security Issue?

Each sensor has a unique ID

* Could potentially track vehicles

TPMS TIREDATA  w='on



LIVE COCKPIT
FROM ADS-B DATA

7o) ATomvd’s RTL1O09Q0XHSI
il POXHST N
Use live ADS-B data to

actual aircraft

Don’t panic people




() Persistent Wide-Area Surveillance

) Persistent Surveillance Systems in Dayton, OH

O IMSI Catchers

2l \)

O Allows authorities to listen to cellphones \ WL bR
. eV @ ..v‘ e ;,l;‘
— N -.... ‘:-. ‘\' . :
BT -

\

= (Circular orbit

& i b Sty A ul
@‘ John Wiseman @Iemonodor notices susplcious aircraft

C|rc||ng for dqys after the Bql'rlmore rlo'rs.b

‘ ‘\. \9 He has 6 months of ADS-B logs from hIS RTL SDR\

\ieqrch_lﬂg _fP_r_ the squawk codes he flnds several similar .
\fllgh'rs in his logs. ™

Al regls'rered to generlcally named fake componles

j O 1FB_I later confirms that they are their aircraft
| =z W

) Most likely persistent wide-area surveillance

— — - — -
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I bit broken , appears to be 'rumbllng 3 j';:_';"’
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REDESIGNED RTL-SDR V3

Problems with “Generic” dongles

1.

A

Drifting oscillator (unstable frequency)
No shielding

Many spurs

Problems with L-band reception
Uncommon MCX RF connector

RTL-SDR.com V3 fixes and added features

1.

NOo O howbd

TCXO Oscillator

Metal case shielding

Redesigned PCB, and additional noise filtering
Thermal pad to metal case heat sink

SMA connector

Bias tee

HF reception via direct sampling



O D RO NEC s A | NI Sericeiin Tt or Froin COAA —|l-=- /|3 || Processing Vaiszla SGP sonde
’ Siop 1]MB—' File View Process Options Tools Help H3113202

-DECODING WEATHER BALLOONS= [|&= 5.

®
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o Twice daily weather bqlloon launches in many local areas Gps laitude.  36.04451°S
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Different countries use dlfferen’r radio pro’rocols and frequenaes sl o

Snaptogrid [ | |125kHz '\ i | // 3 /

e e

weataE COAA SondeMonl’ror decodes most -

v Search | |

4 4

v Lesss Transmits weq’rher data and GPS location TR

Flytoe.a R Le]"t,g:lick teZetine ballon burs

* Some people chase and collect them o

v Places ] ‘ Launch‘»"“‘
Q My Places < -

‘= Amateur radio balloons are quite similargss % i
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RTL-SDR as a network analyser
* Measure filter characteristics

* Measure coax stubs

* Measure antenna VSWR

Not totally accurate, but gives you a good enough
reading.

What do you need:
= RTL-SDR

= Wideband noise source

— R

* Directional coupler ‘..

0 WO00000 3
Frequency (Mz)
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STEALING ENCRYPTION KEYS FROM

i MEM

Every comu'rer emits some RFI NOP

The RFIl frequency changes depending on what the computer is doing
¢ ISR | 0

By monitoring the RFl assembly programming instructions can be determined

3 $ MUL
| *r—r\ {lontroller
Used to extract encryption keys from a PC] JL cmagic Moz

Any radio can beml ADD

gl They even demonstrate using a pocket AM radio| |\ /]




® MOAS 15

Need a satellite antenna (beams radiation I
pattern towards sky) i
JorH
METEOR-M 1 :
urnstile +Auckland
0 : .
\ V-Dipole /
]

o Use software like Orbitron to track the




Eavesdropper

Target LCD

Distance 46m
I
| 0A DE.UTF-8 German | Deutech -~
o b o
| we £9 2 B Comnizh | Fromiol ™
‘\-’,%-' _';1.‘4- A _'f.'i\ TR "‘ =2 g > . . . " '.':
AR pen | fratls.
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Receive the noise generq’red by your LCD scree
25.100M 225.200M 225.300M 225.400M 225.500M 225.600M 225.700M 225.800M

From this noise the on screen |mqge

recove red"_ﬂ

RTL SDR Software: Tempes’rSDR ‘
NI S T IS |5 2 VR O 0 T I !
Exc:mple My LCD emits RFI at ~225 MHz

T
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Reverse englneer a Playstationfies
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Map v & Menu
Canada

AB ME

o L- BAND SATELLITES INMARSAT AERO
PN RN

Inmarsq’r AERO The satellite ver5|on of ACARS b B
Al N 7276000 i o NE
L-band — Uplink. Contains messages like: i e Siue
. (PRRSEy MO AR A~ == TNV CA
Ghina Short messages to and from flight staff: \;]';? < Heth oK
36956 North
Weather reports PSR N3B0HA %

: Fllgh’r plcms g % Geean " {;\.r' N
Telemetr {%ﬁ: 3 /4 i
=) L caan i N78004°

. C-band - Downlink. Con’rouns alrcrqf’r positional information. ’*Q”‘

'hanand !

: 'un ;.:_ 3 /UUU N orv‘.p].‘ ‘8&.&’!
M) Vietnar On MH370 AERO was turned off. 7790A 41000
waflang .'yﬂj‘
A_‘_i‘l‘vl
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Indonesia 4§§1 -
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